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DRTL Capabilities 

Dynamic Research and Testing Laboratories (DRTL) 
 
 Component  Risk Mitigation 
 
 Destructive Physical Analysis 
 
 Failure Analysis 

 
 Parts Screening 

 
 Product Qualifications 
 
 Material Qualifications 
 
 Consulting Services 

 
 
Our staff offers highly respected technical expertise, personable service, 
and quick response. 



1) Explain why  X-ray Fluorescence (XRF) has become an integral part 
of a counterfeit avoidance inspection process 

2) Provide evidence of  XRF  being used to identify suspect counterfeit 
parts 

3) Discuss challenges associated with device verification in  XRF. 
4) Offer guidance relative to what to do when XRF  cannot be 

compared to the manufacturer’s datasheet. 
5) Outline the significance or insignificance of having a “golden 

sample “ for comparative purposes 
6) Explain when and if XRF can or cannot accurately conclude if a part 

is or is not counterfeit 
7) Explain when OCM verification is required 
8) Offer guidance relative to determining the minimum lot size to be 

tested 
9) Offer guidance relative to selecting samples for test from a large lot 
10) Provide guidance that will assist attendees in the avoidance of “false 

positive “ or “false negative” XRF interpretations 
 

Overview 

Real Time X-ray Fluorescence (XRF)  



 
XRF technique is applicable to electronic and other parts as listed in the 
accompanying list in the main document. In general, the detection 
technique is meant for use on piece parts that are not yet assembled on to a 
circuit board or are disassembled from a circuit board. Consult documents 
that provide guidance on assessing assembled circuit cards for evaluation 
of suspect parts that are already on a circuit card. Parts disassembled from 
a circuit board may have material contamination from the assembly, use 
and disassembly process making XRF detection results not suitable for 
comparison purpose. 

 

Scope  

XRF Section (SAE G-19 Counterfeit Detection Committee) 



The purpose of this document is to provide information and instructions on 
how to use XRF as a technique to detect risk of counterfeit electronic parts 
including active, discrete, passive, electro-mechanical and connectors 
parts.  The process of detection is based on identification of elements (or 
absence thereof) in a component.  The counterfeit detection process using 
XRF can be on as received components or on de-lidded, de-capsulated, or 
otherwise prepared parts. The detection of counterfeit risk can also be 
based on the concentration levels of materials under consideration.  For 
reliable decision making, findings from XRF analysis needs to compared 
with known good parts like any other analysis methods. 

 

Purpose 

XRF Section (SAE G-19 Counterfeit Detection Committee) 



 The process of emissions of characteristic x-rays. Analysis using x-ray 
fluorescence is called "X-ray Fluorescence Spectroscopy(XRF).” 

 
 The XRF instrument shall be capable of qualitatively identifying the 
metals present in a complex sample and providing quantitative accuracy 
sufficient to insure at least 3 wt% Lead (Pb) 
 
 The detector resolution shall be sufficient to quantify lead (Pb) with +/- 
2 wt% accuracy, in the range from 0 to 10 wt%, in combination with 
interfering energy lines from elements such as bismuth (Bi). Note, 
proportional counter detectors may not be able to meet this requirement, a 
peltier cooled pin diode detector or detector providing increased resolution 
may be required to achieve this. The excitation voltage for the X-rays shall 
be a minimum of 40 KeV to support detection of higher energy lines 

 

Definition 

XRF Section (SAE G-19 Counterfeit Detection Committee) 



• Bulk material identification (Elemental Only) 
• Lead finish verification (Gold, Nickel, Tin-Lead, 100% Tin…) 
• Identification of prohibited materials (Cadmium and Zinc Finishes) 
• Non-destructive lead finish thickness measurements 

 

XRF Uses 

XRF Section (SAE G-19 Counterfeit Detection Committee) 



XRF Risk Detection 

Presented By Henning Leidecker at CMSE 2012 



XRF Risk Detection 



 JEDEC, JESD 213 - Standard Test Method Utilizing X-Ray Fluorescence 
(XRF) for Analyzing Component Finishes and Solder Alloys to Determine 
Tin (Sn) – Lead (Pb) Content, March 2010. 
  
Naval Air Systems Command, “Solder Alloy Analysis: X-Ray 
Fluorescence Test Equipment Evaluation Report,” NAVAIR, July 2009. 
  
Mil-Std 883, Test Method 2037 (proposed), “X-RAY FLUORESCENCE 
(XRF) SCAN FOR TIN (Sn)-LEAD (Pb) CONTENT ANALYSIS,” US 
DoD, 2012. 

Reference Documents  

XRF Section (SAE G-19 Counterfeit Detection Committee) 

MIL-STD-1580 Requirement 9 DETAILED REQUIREMENTS FOR 
PROHIBITED MATERIALS ANALYSIS AND INCOMING 
INSPECTION OF EXTERNAL PACKAGE PLATING MATERIALS 
USING X-RAY FLUORESCENCE SPECTROMETRY OR SCANNING 
ELECTRON MICROSCOPY WITH ENERGY DISPERSIVE 
SPECTROSCOPY  
 



X-ray Fluorescence (XRF) is a fast and simple way of material 
composition detection. Its most notable qualities include no, or 
minimal, sample preparation, non-destructive analysis, and 
compatibility with solid, liquid, and powdered samples. XRF 
spectrometers range from light hand-held devices to table-top 
machines. The principle of operation is detection of energy level of 
ejected electron under incident X-ray. Figure below shows the basic 
principle and Figure 2 shows a schematic of an XRF system.  In this 
schematic diagram, the following items are labeled.  
  
  
 

Description  of Methodology & Procedure 

XRF Section (SAE G-19 Counterfeit Detection Committee) 



Description  of Methodology & Procedure 

XRF Section (SAE G-19 Counterfeit Detection Committee) 

• X-ray tube (1) (cathode, anode) which  
  provides the primary beam (2) 
• Primary beam filter (optional) (3) 
• Collimator (4) Video Camera 
• Sample (5) 
• Characteristic fluorescence radiation (6) 
• Detector (7) 
• Count rate (8) 
• Spectrum/Measurement Results (9) 
 
  
  
 



Principle of XRF Spectroscopy 

XRF Section (SAE G-19 Counterfeit Detection Committee) 

  
• Incident X-ray beam strikes sample 
• Excitation of characteristic lines (x-ray fluorescence) 
• Element specific characteristic radiation is detected and a spectrum is created 
• Software evaluates spectrum for presence/absence of elements  
• Useful for bulk material analysis and layer thickness measurements  
  
 



Energy Dispersive X-ray (EDX) analysis is sometimes referred to 
also EDS or EDAX analysis. It is a technique used for identifying 
the elemental composition of a area of interest on a sample. The 
EDX analysis system works as an integrated feature of a Scanning 
Electron Microscope (SEM).  
 

Description  of Methodology & Procedure 

Energy Dispersive X-Ray Spectroscopy (EDX/EDS/EDAX) 



Energy Dispersive X-Ray Spectroscopy (EDX/EDS/EDAX) 



Standards Required for Detection of 3% Pb 

XRF Section (SAE G-19 Counterfeit Detection Committee) 

From JESD 213 

From MIL-STD-1580 Req 9 



XRF Section (SAE G-19 Counterfeit Detection Committee) 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

The requirement is for a minimum of 3% of Lead (Pb) 
 
The uncertainty in the measurement is +/-15.2% 
 
A true 3% Lead content could measure between 2.54% and 3.46% 
 
Or a minimum measurement of  3.46% is required to ensure a 3.0%  
Lead Sample  

Measurement Uncertainty  (GUM) 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

In summary, a bench top XRF, equipped with a PIN Diode or Silicon 
Drift detector, and utilizing a plating thickness plus composition 
software application file is the preferred instrument.  A lower cost 
handheld system or proportional counter detector could be used  as long 
as the beam size and bulk material analysis or lower resolution are fully 
understood and not an issue for the users application.  
 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

 X-ray Fluorescence (XRF) Spectroscopy is a tool for material composition detection. Its most notable benefits 
include no, or minimal, sample preparation, non-destructive analysis, and potential to use with a large variety of 
electronic components. In addition, under certain conditions, XRF can be used to determine layer thicknesses in 
multilayer structures. Although primarily a non-destructive analysis technique, the tool can be used for 
investigating internal material composition (e.g., wire bond, passivation, and metallization) of suitably prepared 
samples. In general, the detection technique is meant for use on piece parts that are not yet assembled on to a 
circuit board or are disassembled from a circuit board. If necessary, components assembled on a board can also be 
evaluated.XRF spectrometers range from light hand-held devices to table-top machines.  

 
 The purpose of this procedure is to use XRF as a technique to detect risk of electronic parts being counterfeit. 
The coverage can include active, discrete, passive, electro-mechanical and connectors parts.  The process of risk 
level determination is based on identification of elements (or absence thereof) in specific locations on or within a 
component.  The counterfeit detection process using XRF can be on external surfaces of as received components 
or on de-lidded, de-capsulated, or otherwise prepared parts. The detection of counterfeit risk can also be based on 
the concentration levels of materials under consideration and thicknesses of the material layers.  For reliable 
decision making, XRF analysis can be compared to the findings from known good parts. However, in the absence 
of ability to make such comparisons, XRF analysis can be used to determine the component to component 
consistency within a purchased lot. XRF can also help identify the manufacturing technique used to place a 
component within a particular timeframe. 

 
 The component process flow for XRF based detection will of course depend on the purpose of the evaluation. 
For example, a lead finish examination shall be performed on the 3 sample devices that were examined for 
Remarking and Resurfacing, to verify that the Lead Finish / Solder Ball & Column composition matches the 
device specifications or datasheet. Along with the plating material(s)  

X-Ray Fluorescence (XRF) CP Inspection/Screening Requirements 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

  
  

Best results are typically obtained when individual design, construction and material 
requirements are known; meaning the screener or the evaluator must have access to the 
engineering data for the item under test. Prior physical analysis may be required to 
gather such data. Some of these items need to be ascertained before beginning XRF 
analysis.  Examples are given below.  

• Spatial resolution: required for electronic components. 
• Alignment, Focusing System, and Scanning Capability 
• Measurements Location and Frequency: must be performed on single items;  
  multiple samples under the beam are unacceptable.  Devices with varied geometry  
  shall be measured at each different plane.  

 
 

 

X-Ray Fluorescence (XRF) Counterfeit Flow Detection Test 
 



XRF Sampling 

Per JESD-213 5.3  
 
Sampling Plans size shall be a minimum of five (5) components per plating lot, or as specified in a statistically 
based sampling plan derived from MIL-STD-1916.  If visual inspection of the analysis surface at 30X can 
provide evidence of material homogeneity, one spot per sample may be analyzed.  If the sample surface is 
visually heterogeneous at 30X magnification or less, each visually distinct surface requires a separate scan on 
each sample.  The testing facility shall determine the number of spot location measurements required per sample 
to ensure a high level of confidence is obtained.  This determination shall be based upon the equipment used for 
testing, manufacturing processes, materials used and geometry of the component being tested 

Proposed Sampling Plan 

Per MIL-STD-1580 9.1.3.14 
 
Sampling Plan: A minimum of 1 sample per  homogeneous lot shall be subjected to Prohibited Materials analysis 
as long as the samples appear consistent in optical appearance from sample to sample. If any variations are noted 
in optical appearance among samples, a minimum of 2 samples shall be evaluated and shall consist of the devices 
that vary in appearance.  



XRF Section (SAE G-19 Counterfeit Detection Committee) 

  
  

Steps in performing analysis with a bench top system: 
  
1. Place the sample in the spectrometer 
2. Position and focus of the sample: 
3. Choose the analysis mode you need to use 

Spectrum 
Material 
Thickness 

4. Choose the parameters of operation 
Voltage 
Primary beam filter 
Collimator size 
Anode current  
Acquisition time 

5. Perform analysis 
6. Create report 
 

 

X-Ray Fluorescence (XRF) Counterfeit Flow Detection Test 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

  
  

XRF can detect counterfeit (or poor quality) parts by measuring the elemental 
composition of materials present in the parts and comparing them with an 
authentic part.  It facilitates simultaneous analysis for 20-25 elements.  It is 
non-destructive, does not require sample preparation and it provides relatively 
quick analysis results. 
 
 
• However, there is potential for false positive and false negative detection for 
elements. Users should be aware of the issues related to the automated analysis 
software. 
• Heterogeneity vs homogeneity of the target area of inspection. 
• Atomic range of detection in between the elements Aluminum and Uranuim 
(Z=13 to 92). 
• Sample size (i.e., the size of the part) v/s Spot size limitations. 
 

 

X-Ray Fluorescence (XRF) Counterfeit Flow Detection Test 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

  
 A report on XRF inspection of part authentication should include the following 
details. 
 
• Part number of item under test (to include lot/serial number if applicable) 
• Number of parts inspected 
• Settings used for each part  
• Type of equipment used to include make and model 
• Identification of material requirements verification (engineering data, 
additional testing of known good part)  
• Key differences observed between DUT and known good part (if available) 
• Results of testing to includes measurements/readings to include identification 
of test spot location 
• Summary and conclusions 
. 
 

 

X-Ray Fluorescence (XRF) Test Report 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

X-Ray Fluorescence (XRF) Test Report 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

X-Ray Fluorescence (XRF) Spectra 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

X-Ray Fluorescence (XRF) Test Report 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

X-Ray Fluorescence (XRF) Test Report 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

X-Ray Fluorescence (XRF) Test Report 
 



XRF Section (SAE G-19 Counterfeit Detection Committee) 

X-Ray Fluorescence (XRF) Test Report 
 



Frequently Asked Questions 
1. Can I detect counterfeits via XRF? 
2. Are XRF systems safe to use? Considering health effects, dosimetery 

requirements and operator safety.  
3. How often should the XRF system be serviced? 
4. Are there local, state or federal regulations that govern installation, use and 

operation of XRF systems? 
5. Is handheld, Bench top, or Capillary Optic XRF necessary for counterfeit 

part identification? 
 

XRF Section (SAE G-19 Counterfeit Detection Committee) 



• Scanning Acoustic Microscopy (CSAM) 
• Transmitted or Reflected? 
• Package  Examples 

• Plastic Parts 
• Resistors 
• Capacitors 
• Transformers  
• Filters 
• Etc. 

    
 

CSAM to Facilitate Lead Re-Finish Verification 



• Delidding and/or decapping are examples of  
   mechanical de-cap 
• Transistor outline (TO) package requires the lid  
   removal via cutting of metal lid or weld 
    
 

Mechanical De-Cap 



• Delidding and/or decapping are examples of  
   mechanical de-cap 
• Ceramic DIP packages require to break the seal 
   glass, or the cutting of the weld around a metal lid 
     
    
 

Mechanical De-Cap 



XRF Section (SAE G-19 Counterfeit Detection Committee) 



XRF Section (SAE G-19 Counterfeit Detection Committee) 



1) Explain why  X-ray Fluorescence (XRF) has become an integral part 
of a counterfeit avoidance inspection process 

2) Provide evidence of  XRF  being used to identify suspect counterfeit 
parts 

3) Discuss challenges associated with device verification in  XRF. 
4) Offer guidance relative to what to do when XRF  cannot be 

compared to the manufacturer’s datasheet. 
5) Outline the significance or insignificance of having a “golden 

sample “ for comparative purposes 
6) Explain when and if XRF can or cannot accurately conclude if a part 

is or is not counterfeit 
7) Explain when OCM verification is required 
8) Offer guidance relative to determining the minimum lot size to be 

tested 
9) Offer guidance relative to selecting samples for test from a large lot 
10) Provide guidance that will assist attendees in the avoidance of “false 

positive “ or “false negative” XRF interpretations 
 

Overview 

Real Time X-ray Fluorescence (XRF)  



DRTL SERVICES - Comparison   
DRTL Risk Mitigation Testing Strategies 

( IDEA-1010, AS5553, Mil-std-1580, Modified)  

Dynamic Testing and Research Laboratories (DRTL), LLC 

1. ISO 17025 Promotes Proficiency, Capability, and Accuracy. 
 

2. Mil – STD Promotes “Sub-Standard” parts detection assessments. 
 

3. Failure Analysis – promotes detailed analysis of “ Sub-Standard” parts  
 failure modes.   



DRTL SERVICES - Comparison   
DRTL Risk Mitigation Testing Strategies 

( IDEA-1010, AS5553, Mil-std-1580, Modified)  

Quality = What is ISO 17025? 
 
ISO/IEC 17025 is the main standard used by testing and calibration laboratories. Originally known as 
ISO/IEC Guide 25, ISO/IEC 17025 was initially issued by the International Organization for 
Standardization (ISO) in 1999. There are many commonalities with the ISO 9000 standard, but ISO/IEC 
17025 adds in the concept of competence to the equation. And it applies directly to those organizations 
that produce testing and calibration results. Since its initial release, a second release was made in 2005 
after it was agreed that it needed to have its quality system words more closely aligned with the 2000 
version of ISO 9001. The contents of ISO/IEC 17025 - The ISO/IEC 17025 standard itself comprises 
five elements that are Scope, Normative References, Terms and Definitions, Management Requirements 
and Technical Requirements. The two main sections in ISO/IEC 17025 are Management Requirements 
and Technical Requirements. Management requirements are primarily related to the operation and 
effectiveness of the quality management system within the laboratory. Technical requirements includes 
factors which determines the correctness and reliability of the tests and calibrations performed in 
laboratory. Laboratories use ISO/IEC 17025 to implement a quality system aimed at improving their 
ability to consistently produce valid results. [2] It is also the basis for accreditation from an 
Accreditation Body(i.e., ILAC, A2LA, ACLASS, L-A-B, IAS, NVLAP and PJLA). Since the standard 
is about competence, accreditation is simply formal recognition of a demonstration of that competence. 
A prerequisite for a laboratory to become accredited is to have a documented quality management 
system. The usual contents of the quality manual follow the outline of the ISO/IEC 17025 standard. 
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DRTL SERVICES - Comparison   
DRTL Risk Mitigation Testing Strategies 

( IDEA-1010, AS5553, Mil-std-1580, Modified)  



DRTL SERVICES - Comparison   
DRTL Risk Mitigation Testing Strategies 

( IDEA-1010, AS5553, Mil-std-1580, Modified)  



ISO 17025 Field of Tests 

http://www.DRTLonline.com 

http://www.drtlonline.com/


ISO 17025 Skill Set Model 



DRTL Supports SAE G19 Proposed Test Flow 
Summary  



ERAI/IHS Membership 



DRTL and IEC Electronics   



ERAI & DRTL Team  



Can You Afford Not To have A Risk Mitigation Strategy ? 

Thank you ! 
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